
The following is a short list of common terms and definitions you will encounter while discussing SIL.
These are taken from “Safety Integrity Level Selection: Systematic Methods Including Layer of Protection
Analysis” By Ed Marszal and Eric Scharpf.

1oo1, 2oo3 Control Architecture (1 out of 1, 2 out of 3) - a specific configuration of software and/or
hardware elements within a system.  The first number designates how many elements are required to
signal a shutdown condition.  The second number designates how many total elements are used in the
system.  This is also called a voting system.

Basic Process Control System (BPCS) - system that responds to input signals from the process, its
associated equipment, other programmable systems and/or an operator and generates output signals
causing the process and its associated equipment to operate in the desired manner, and does not
perform any SIFs with a RRF > 10.

Electrical/Electronic/Programmable Electronics System (E/E/PES) - system for control, protection, or
monitoring based on one or more programmable electronic devices, including all elements of the
system such as power supplies, sensors, and other input devices, data highways and other
communication paths, and actuators and other output devices.

Failure Modes Effects and Diagnostics Analysis (FMEDA) - a systematic detailed procedure to
identify and evaluate the effects of different component failure modes, to determine what could eliminate
or reduce the chance of failure, and to document the system in consideration.  This analysis is limited to
known component failure modes and does not consider software and coding integrity.

Failure Rate (λλ, lambda) - the number of failures divided by the total mission time of a piece of
equipment.  Failure rates are reported in the units of failures per time period, i.e. failures per billion (109)
hours (FIT, Failure unIT).

Fault Tree Analysis - a top down approach to describing failures of complex systems.  A fault tree
analysis begins with the “top event,” which is the result of a number of basic events that contribute to, or
initiate, the system failure.  The logic of a fault tree is indicated by the symbols representing the basic
events and gates that logically relate those events.

Functional Safety - part of overall safety relating to the equipment under control and its control system
which depends on the correct functioning of the E/E/PE safety related systems, other technology safety
related systems, and external risk reduction facilities.

HAZOP - a process hazards analysis procedure originally developed by ICI in the 1970s.  The method
is highly structured and divides the process into different operationally based nodes and investigates
the behavior of the different parts of each node based on an array of possible deviation conditions or
guidewords.
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Layer of Protection Analysis (LOPA) - a method of fault propagation modeling closely related to the
event tree method for determining the likelihood of a harmful incident outcome considering the different
protection layers that could act to prevent it.  The method starts with data developed in the process
hazards analysis and accounts for each identified hazard by documenting the initiating cause and the
protection layers that prevent or mitigate the hazard.  The total amount of risk reduction can then be
determined and the need for more risk reduction analyzed.  If additional risk reduction is required and if
it is to be provided in the form of a SIF, the LOPA methodology allows the determination of the
appropriate SIL for the SIF.

Markov Analysis - a fault propagation method used to analyze failure mechanisms for very complex
systems such as fault tolerant PLC.  A diagram is constructed to represent the system under
consideration, including the logical relationships between its components.  In Markov analysis there is a
group of circles, each of which represents a degraded system state.  The different states are connected
with transitions, which are shown as arrows and indicate paths to move from one state to another.  The
transitions are quantified using either failure rates when the transition is from an OK state to failed state
or repair rates when the transition is from a failed state back to an OK state.  As with other models, the
diagram is converted into a set of mathematical equations that are then solved to quantify the likelihood
of the event or state in question.  Requires the use of matrices for calculations of failure rates, etc.

Mean Time Between Failures (MTBF) - the average time period of a failure/repair cycle.  It includes
time to failure, any time required to detect the failure, and actual repair time. 

Mean Time To Failure (MTTF) - how long a device is "expected" to operate correctly before failing.  This
is the inverse of Failure Rate (λ, lambda).

Mean Time to Repair (MTTR) - the time required to detect that a failure has occurred as well as the
time required make a repair once the failure has been detected and identified.  It is the average time
required to move from unsuccessful operation to successful operation.

Probability of Failure on Demand (PFD) - the probability that a system or component will fail to
execute the task for which it was designed within an appropriate time period when it is called upon to do
so. 

Probability of Failure on Demand average (PFDavg) - the PFD where the time period is the interval
between periodic inspections and testing of the device.

Process Hazards Analysis (PHA) - the step in the safety life cycle to identify potential process hazards
including their consequence and likelihood.  The report generate by this effort is useful in identifying
existing and recommended SIFs.  The IEC 61508 requires that the PHA determines the hazards and
hazardous events of the equipment under control and its control system (in all modes of operation), for
all reasonably foreseeable circumstances including fault conditions and misuse.

Proof Test - periodic test performed to detect failures in a safety related system so that, if necessary,
the system can be restored to an "as new" condition or as close as practical to this condition.

Proof Test Interval (PTI) - how often a device must be subjected to a proof test.

Technical Note
SIL Definitions

76-1030-1.1 Detector Electronics Corp. • 6901 West 110th Street • Minneapolis, MN 55438 USA Page 2 of 4
May 06 Tel: 952.941.5665 or 800.765.FIRE • Fax: 952.829.8750 • Web: www.det-tronics.com



Protection Layer - any independent mechanism that reduces risk by control, prevention, or mitigation.
This could include: a process engineering mechanism such as the size of vessels containing hazardous
chemicals, etc., a mechanical engineering mechanism such as a relief valve, a SIS, or an administrative
procedure such as an emergency plan against an imminent hazard.  These responses may be
automated or initiated by human actions.

Risk - combination of the probability of occurrence of harm and the severity of that harm.

Risk (Tolerable) - the non-zero level of risk that is acceptable to an organization.  This level helps to
identify how much risk reduction is required to be provided by any SIS installed as part of a process.
This acceptable level must be defined in terms of both consequence and likelihood. 

Risk Reduction Factor (RRF) - the inverse of the Probability of Failure on Demand (PFD).  The number
of times a system or component can be expected to execute the task for which it was designed within
an appropriate time period per single failure of the system or component.

Safe Failure Fraction (SFF) - the fraction of failures which can be considered “safe” because they are
detected by diagnostic tests or do not cause loss of the safety function.

Safety Instrumented Function (SIF) - a function with a target SIL, which is intended to achieve or
maintain a safe state for the process with respect to a specific hazardous event.

Safety Instrumented System (SIS) - a set of sensors, logic solvers, and actuators designed to carry
out one or more SIFs.

Safety Integrity Level (SIL) - discrete level (one out of a possible four) for specifying the probability of a
SIS functions under all of the stated conditions within a stated period of time.  SIL 4 has the highest level
of safety integrity and SIL 1 has the lowest.

Safety Integrity Level (SIL) Assignment - the final step of SIL selection in which the SIL is assigned to
a specific SIF based on the difference between the unmitigated risk for the process in question and the
risk that is tolerable to the owner of the process.

Safety Integrity Level (SIL) Selection - the overall process of identifying potential SIFs, assessing the
likelihood and consequence of the unmitigated risk of the harmful events they prevent, and assigning a
SIL based on the risk reduction required to make the risk tolerable when implementing a SIS.

Safety Life Cycle (SLC) - necessary activities involved in the implementation of SIFs, occurring during
a period of time that starts at the concept phase of a project and finishes when all of the SIFs are no
longer available for use (womb to tomb).

Type 'A' device - a device whose constituent component failure modes are well defined, all fault
conditions can be completely determined, and sufficient field data exists to support the claimed
detected and undetected failure rates.
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Type 'B' device - a device whose constituent component failure modes are not well defined, all fault
conditions can not be completely determined, and sufficient field data does not exist to support the
claimed detected and undetected failure rates.
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